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foreword

3National Cybersecurity Policy & Strategy



preface

G

Mrs. Ursula Owusu-Ekuful (MP)
Minister for Communications and Digitalisation
Republic of Ghana
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Ag. Director-General, Cyber Security Authority
Republic of Ghana
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D

Build a Resilient 
Digital Ecosystem, Secure Digital Infrastructure, 
Develop National Capacity, Deter Cybercrime 
and Strengthen Cooperation
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Background 
& Situational 
Analysis
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1.1

1.0   Background & Situational Analysis
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1.2 Global Perspective

  Figure 1: Statistics on Global Internet usage
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 Figure 2: Statistics of Ghana’s Internet Users
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1.3 Ghana’s Cybersecurity Landscape
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Figure 3: The State of  Ghana’s Cybersecurity as depicted by the CMM Assessment
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Figure 4:  Ghana’s Foundational Cybersecurity Institutional Framework
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 Figure 5: Global Cyberspace Threat Actors

1.4 Ghana’s Cyberspace Threat Actors
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    Hacktivists

    Insider Threat Actors

17National Cybersecurity Policy & Strategy



    State-Sponsored Actors

    Organised Crime Actors
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 Figure 6: Ghana’s Cyber-attacks Incidents and Trends.
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1.5 Opportunities
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2.0   Vision

3.0   Mission
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4.0   Institutional Framework

 Figure 7: Ghana’s Established Cybersecurity 
Institutional Framework
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4.1 National Cybersecurity Governance

4.2 Cyber Security Authority (CSA)

4.3 Joint Cybersecurity Committee (JCC)
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Judicial Service 

National Information Technology 
Agency (NITA)

 
National Communications 
Authority (NCA)

Data Protection Commission (DPC)

 

Bank of Ghana (BoG) 

Financial Intelligence Centre (FIC)

National Intelligence Bureau (NIB) 

Economic and Organised Crime O ice 
(EOCO) 

Criminal Investigations Department (CID) 
of the Ghana Police Service 

National Security Council
Secretariat (NSCS)

Table 1: The JCC Representatives & Ghana’s Cybersecurity Development in accordance with 
Section 13(2) of the Cybersecurity Act, 2020 (Act 1038).
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National Signals Bureau (NSB)

Defence Intelligence

 
Ghana Immigration Service (GIS)

External Intelligence

 

Ghana Armed Forces

Public Prosecutions Division of the O ice 
of the Attorney-General and Ministry of 
Justice

Ghana Doman Name Registry (GDNR)

Non-Governmental Representatives
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National 
Cybersecurity 
Policy

part  1

National Cybersecurity26



5.0   Policy Statements

Figure 8: The five (5) Policy Statements of Ghana’s National Cybersecurity Policy

5.0.1 Policy Statement I – Legal Measures

5.0. 2 Policy Statement II – Technical Measures
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5.0. 3 Policy Statement III – Organisational Measures

5.0. 4 Policy Statement IV – Capacity Building

5.0. 5 Policy Statement V – Cooperation
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National 
Cybersecurity 
Strategy

part  2
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Digital Ghana 
Strategy

National 
Cybersecurity 

Strategy
National 

Security Strategy

6.0   Strategic Imperatives

Figure 9: Ghana’s National Cybersecurity Strategy is interlinked with 
other  national developmental goals

Build a Resilient 
Digital Ecosystem; Secure Digital Infrastructure; Develop National Capacity Deter Cybercrime; and 
Strengthen Cybersecurity Cooperation.
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Figure 10: The Five (5) Strategic Imperatives of Ghana’s National Cybersecurity Strategy.
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6.0.1 Build a Resilient Digital Ecosystem

6.0.1.1 Strategic Objectives
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6.0.1.2 Strategic Initiatives & Implementation Plan

Table 2: Build a Resilient Digital Ecosystem – Strategic Initiatives and Implementation Plan.

Strategic 
Initiative

Time 
FrameStrategic Initiative
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Strategic 
Initiative

Time 
FrameStrategic Initiative
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6.0.2 Secure Digital Infrastructure

6.0.2.1 Strategic Objectives

1

5

2

4
3
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Strategic 
Initiative

Time 
FrameStrategic Initiative

6.0.2.2 Strategic Initiatives & Implementation Plan

Table 3: Secure Digital Infrastructure – Strategic Initiatives and Implementation Plan.
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Strategic 
Initiative

Time 
FrameStrategic Initiative
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6.0.3.1 Strategic Objectives

6.0.3 Develop National Capacity 
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Strategic 
Initiative

Time 
FrameStrategic Initiative

6.0.3.2 Strategic Initiatives & Implementation Plan

Table 4: Develop National Capacity – Strategic Initiatives and Implementation Plan.

39National Cybersecurity Policy & Strategy



Strategic 
Initiative

Time 
FrameStrategic Initiative

Safer Digital 
Ghana
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Strategic 
Initiative

Time 
FrameStrategic Initiative
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Strategic 
Initiative

Time 
FrameStrategic Initiative
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Strategic 
Initiative

Time 
FrameStrategic Initiative
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Strategic 
Initiative

Time 
FrameStrategic Initiative
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6.0.4.1 Strategic Objectives

6.0.4 Deter Cybercrime 
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43
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Strategic 
Initiative

Time 
FrameStrategic Initiative

6.0.4.2 Strategic Initiatives & Implementation Plan

Table 5: Deter Cybercrime – Strategic Initiatives and Implementation Plan.
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Strategic 
Initiative

Time 
FrameStrategic Initiative
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Strategic 
Initiative

Time 
FrameStrategic Initiative
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6.0.5.1 Strategic Objectives

6.0.5 Strengthen Cooperation

1

5

2

4

3

49National Cybersecurity Policy & Strategy



Strategic 
Initiative

Time 
FrameStrategic Initiative

6.0.5.2 Strategic Initiatives & Implementation Plan

Table 6: Strengthen Cooperation – Strategic Initiatives and Implementation Plan.

National Cybersecurity Policy & Strategy50



Strategic 
Initiative

Time 
FrameStrategic Initiative

51National Cybersecurity Policy & Strategy



Strategic 
Initiative

Time 
FrameStrategic Initiative
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Implementation
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Purpose

7.0   Implementation of the 
 National Cybersecurity  Policy & Strategy
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Our Monitoring & Evaluation (M&E) Approach 

Success Indicators

8.0   Monitoring and Evaluation
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Success Indicators -  Build a Resilient Cyber Ecosystem

Success Indicators - Secure our Digital Infrastructure

Success Indicators - Develop National Capacity
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Success Indicators -Deter Cybercrime

Success Indicators - Strengthen Cooperation
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10.0   Conclusion: Cybersecurity Beyond 2027

9.0   Funding For National Cybersecurity
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11.0   Acknowledgement
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Table 7: Table of Abbreviations and Description.

12.0   Annex 1: Acronyms

DI 
DDoS 
DoS 

IT

M&E
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NIB
NIS

NBS

PKI
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13.0   Annex 2: Glossary Of Terms
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Safeguard   
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